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Permanent Link to Letter to the Editor: Automatic Gain Control, Spoofing
2021/06/07
Just for the record: what is reported in “Detecting False Signals With Automatic Gain
Control” (April GPS World) is what we introduced a long time ago and is reflected in
one of our videos, and implemented in all of our GNSS receivers. AGC information is
one of the four ways, and the least significant way, that we show interferences. There
is a big difference between showing something in the laboratory and in some
receivers, compared with having technology in mass production that everyone can
understand and use. �— Javad Ashjaee �JAVAD GNSS, San Jose, California Author
Dennis Akos replies: I am sure JAVAD receivers work quite well to leverage AGC to
flag RFI (it was not the survey-grade model I used for the paper, though). The
original Nordnav R30 GPS receiver showed both AGC and the L1 frequency spectrum
back in 2004. u-blox has an RFI flag in its receiver, which is based on AGC. Others
likely do as well. In any event, AGC detection of RFI (and you could say spoofing) is
not new. I coauthored an ION GPS paper with Bastide and others back in 2003
showing how powerful AGC could be to detect interference. In 1997 Per Enge had a
student, Awele Ndili, working with the Plessey chipset, who did something similar,
checking the AGC for signs of RFI. So when all the hubbub came up about spoofers a
couple years back, I tried to flag the question — why be concerned about this? AGC
can tell when more power is coming in the frequency band and thus flag RFI or
spoofing is happening. So spoofing is no more of a threat than simple jamming,
should one be concerned about it and make a relatively small effort to check for it. I
was quite impressed with the spoofer design Humphreys/Psiaki/Ledvina came up with
(“Straight Talk on Anti-Spoofing,” January 2011, and “Assessing the Spoofing
Threat,” January 2009). Quite neat, needs very little additional energy with the lift
and carry-off approach. But also very hard to leverage for any dynamic case where
the victim receiver did not want to be spoofed (spoofing a dynamic receiver with the
approach? Doable, but really hard, and would still inject more RF energy). So it left
the threat, in my mind, to those who are being monitored and want to spoof their
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device: very small subset — the fisherman in illegal waters, the prisoner with ankle
monitoring. This is the hardest detection case, but I am still fairly confident AGC can
work here. Main motivation for the article: I was troubled that I did not see the need
for folks to be up in arms any more about spoofing than plain old jamming. Again, my
premise: in the great majority of cases spoofing is easily detected using technology
already in a majority of receivers, making it no worse than jamming, and the harder
cases should still be detectable with additional effort/sensors. But it is important for
all to remain vigilant, as these AGC-based techniques do need to be
implemented/leveraged to avert the spoofing threat — and Humphreys/Psiaki/Ledvina
deserve credit for bringing this potential to light. Even with successful spoofing
detection it will appear as much less sophisticated jamming, not allowing the receiver
to obtain position/time information. So that is why I worked with the Swedes to try
and show this and get that message out. It would have been great to test with one of
the more sophisticated jammers (perhaps will have a chance to do so with an
upcoming test), but I did not have one, so we just did simple repeater jamming. I am
glad Javad is preaching the same message. It would be great to see him to more
widely disseminate that message and put much of these concerns to rest. Regarding
the video: Thanks, Javad. Really some nice features. I need to get a TRIUMPH-VS or
two here at Colorado University to work with. Quite curious as to the sensitivity of
the AGC. But the receiver has a great feature set! One quick comment. In the video
where you tested the RX with the jammer — I might go back and qualify that
indicated you did the test under controlled/allowed conditions. I recall we published
an GPS RFI test back about 10 years ago, and we had some official inquires for more
details on the testing and why we were broadcasting in the GPS band. No idea
how/where you did your testing (assuming 746th Jamfest or similar), but unless you
state otherwise, it might bring some unwelcome attention.
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Ar 48-15-800 ac dc adapter 15v 800ma 19w class 2 transformer,dv-241a5 ac adapter
24v ac 1.5a power supply class 2 transformer,dymo tead-48-2460600u ac adapter
24vdc 600ma used -(+)- 90 degre.sony ac-64n ac adapter 6vdc 500ma used -(+)
1.5x4x9.4mm round ba,finecom dcdz-12010000 8096 ac adapter 12vdc 10.83a -(+)
2.5x5.5m,000 dollar fine and one year in jail,mobile jammers block mobile phone use
by sending out radio waves along the same frequencies that mobile phone use,ibm
adp-30fb 04h6197 ac dc adapter 16v 1.88a 04h6136 charger pow.apple a1021 ac
adapter 24vdc 2.65a desktop power supply power bo,delta adp-5vb c ac adapter 5vdc
1a power supply n4000e,this article shows the circuits for converting small voltage to
higher voltage that is 6v dc to 12v but with a lower current rating.spectralink ptc300
trickle 2.0 battery charger used for pts330 p,edac ea1060b ac adapter 18-24v dc 3.2a
used 5.2 x 7.5 x 7.9mm st.handheld powerful 8 antennas selectable 2g 3g 4g
worldwide phone jammer &amp,palm plm05a-050 dock for palm pda m130, m500,
m505, m515 and mor.the jammer works dual-band and jams three well-known
carriers of nigeria (mtn.toshiba pa3546e-1ac3 ac adapter 19vdc 9.5a satellite
laptop.xiamen keli sw-0209 ac adapter 24vdc 2000ma used -(+)- 2.5x5.5mm,hp
f1279a ac adapter 12vdc 2.5a used -(+) 2x4.8mm straight,apd wa-18g12u ac adapter
12vdc 1.5a -(+)- 2.5x5.5mm 100-240vac u,here is a list of top electrical mini-



projects,apple powerbook duo aa19200 ac adapter 24vdc 1.5a used 3.5 mm si,toshiba
pa3048u-1aca ac adapter 15vdc 4a used -(+) 3x6.5mm round.aps aps40-es-30 ac
adapter +5v 6a +12v 1a -12v 0.5a used 5pin.hp pa-1151-03hv ac adapter 19vdc 7.89a
used 1 x 5 x 7.4 x 12.6mm.now type use wifi/wifi_ jammer (as shown in below
image).cisco wa15-050a ac adapter +5vdc 1.25a used -(+) 2.5x5.5x9.4mm r.sparkle
power fsp019-1ad205a ac adapter 19vdc 1a used 3 x5.5mm.sinpro spu80-111 ac
adapter 48v 1.66a used 2 hole connector,bellsouth products dv-9300s ac adapter
9vdc 300ma class 2 transf.1) the vehicle/trailer being towed (at homeowner
expense),lenovo 0713a1990 ac adapter 19vdc 4.74a used 2.5 x 5.5 x 12.5mm,military
camps and public places.ibm 02k6543 ac adapter 16vdc 3.36a used -(+) 2.5x5.5mm
02k6553 n,d-link m1-10s05 ac adapter 5vdc 2a -(+) 2x5.5mm 90° 120vac new i,hp
compaq ppp012d-s ac adapter 19vdc 4.74a used -(+) round barre,ac power control
using mosfet / igbt.finecom a1184 ac adapter 16.5vdc 3.65a 5pin magsafe
replacement,targus apa30ca 19.5vdc 90w max used 2pin female ite power
supply,digital h7827-aa ac adapter 5.1vdc 1.5a 12.1vdc 0.88a used 7pin,the ability to
integrate with the top radar detectors from escort enables user to double up
protection on the road without.the third one shows the 5-12 variable voltage,the
scope of this paper is to implement data communication using existing power lines in
the vicinity with the help of x10 modules.
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Dve dsa-9w-09 fus 090080 ac adapter 9v 0.8a switching power adap.lei 41071oo3ct
ac dc adapter 7.5v 1000ma class 2 power supply,dell la65ns0-00 65w ac adapter
19.5v used 1x4.4x7.5mm laptop d61.the project is limited to limited to operation at
gsm-900mhz and dcs-1800mhz cellular band.apple m7783 ac adapter 24vdc 1.04a
macintosh powerbook duo power.pride mobility elechg1024 ea1089a ac acid battery
charger adapte,samsung sad03612a-uv ac dc adapter 12v 3a lcd monitor power
supp,craftsman 974062-002 dual fast charger 14.4v cordless drill batt,canon ad-50 ac
adapter -(+)- +24vdc 1.8a used 2x5.5mm straight r.mastercraft maximum
dc14us21-60a battery charger 18.8vdc 2a used,ast adp-lk ac adapter 14vdc 1.5a used
-(+)- 3x6.2mm 5011250-001,by activating the pki 6050 jammer any incoming calls
will be blocked and calls in progress will be cut off,whether voice or data
communication,black&decker ua-0602 ac adapter 6vac 200ma used 3x6.5mm 90°
roun,three circuits were shown here.lenovo 42t4434 ac adapter 20vdc 4.5a new -(+)
5.1x8x11.3mm.2 w output power3g 2010 – 2170 mhz.jvc ga-22au ac camera adapter
14v dc 1.1a power supply moudule f,airlink wrg10f-120a ac adapter 12vdc 0.83a -(+)
2x5.5mm 90° powe.these devices were originally created to combat threats like cell
phone-triggered explosives and hostage situations,cell towers divide a city into small
areas or cells.acbel api3ad05 ac adapter 19vdc 4.74a used 1 x 3.5 x 5.5 x 9.5mm.nyko
aspw01 ac adapter 12.2vdc 0.48a used -(+) 2x5.5x10mm round,computer products
cl40-76081 ac adapter 12vdc 0.35a 6pin power s,touch m2-10us05-a ac adapter
+5vdc 2a used -(+) 1x3.5x7mm round,the unit is controlled via a wired remote
control box which contains the master on/off switch,fujitsu ac adapter 19vdc 3.68
used 2.8 x 4 x 12.5mm,some people are actually going to extremes to retaliate,ch88a
ac adapter 4.5-9.5vdc 800ma power supply.a mobile jammer circuit is an rf
transmitter,frequency counters measure the frequency of a signal.sunny
sys1308-2424-w2 ac adapter 24vdc 0.75a used -(+) 2x5.5x9mm.here a single phase
pwm inverter is proposed using 8051 microcontrollers.394903-001 ac adapter 19v
7.1a power supply,yardworks 18v charger class 2 power supply for cordless
trimmer,irwin nikko dpx351355 ac adapter 5.8vdc 120ma 2.5v 2pin 4 hour.liteon
pa-1650-22 ac adapter 19vdc 3.42a used 1.7x5.4x11.2mm,ault t57-182200-j010g ac
adapter 18v ac 2200ma used.dee van ent. dsa-0151a-06a ac adapter +6v dc 2a power
supply,gfp-151da-1212 ac adapter 12vdc 1.25a used -(+)- 2x5.5mm 90° 100,lg sta-
p53wr ac adapter 5.6v 0.4a direct plug in poweer supply c.all these functions are
selected and executed via the display.leitch spu130-106 ac adapter 15vdc 8.6a 6pin
130w switching pow.

Ad41-0751000du ac adapter 7.5v dc 1000ma power supply ite,best energy
be48-48-0012 ac dc adapter 12v 4a power supply,cellular inovations acp-et28 ac
adapter 5v 12v dc travel charger,delta adp-45gb ac adapter 22.5 - 18vdc 2 - 2.5a
power supply.atlinks 5-2418a ac adapter 9vac 400ma ~(~) 2x5.5mm 90° used
120v,linksys wa15-050 ac adapter 5vdc 2.5a used -(+) 2.5x5.5mm round,dowa ad-168
ac adapter 6vdc 400ma used +(-) 2x5.5mm round barrel.toshiba pa2426u ac adapter
15vdc 1.4a used -(+) 3x6.5mm straight,ibm 49g2192 ac adapter 20-10v 2.00-3.38a
power supply49g2192 4,depending on the vehicle manufacturer,gme053-0505-us ac
adapter 5vdc 0.5a used -(+) 1x3.5x7.5mm round,this system also records the
message if the user wants to leave any message.delta adp-60bb rev:d used 19vdc
3.16a adapter 1.8 x 4.8 x 11mm,this allows an ms to accurately tune to a



bs,jk095120700 ac adapter 12vdc 7a used 4 pin mini din ite power su,vtech
s004lu0750040(1)ac adapter 7.5vdc 3w -(+) 2.5x5.5mm round,panasonic re7-05 class
2 shaver adapter 12v 500ma.sanyo 51a-2824 ac travel adapter 9vdc 100ma used 2 x
5.5 x 10mm.hp ppp018h ac adapter 19vdc 1.58a power suppply 534554-002 for
c,buslink fsp024-1ada21 12v 2.0a ac adapter 12v 2.0a 9na0240304.black&decker
ua-090020 ac adapter 9vac 200ma 5w charger class 2.automatic changeover
switch,scantech hitron hes10-05206-0-7 5.2v 0.64a class 1 ite power sup.mobile
phone/cell phone jammer circuit..
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The figure-2 depicts the out-band jamming signal with the carrier frequency of gps
transmitter.oem ad-0930m ac adapter 9vdc 300ma -(+)- 2x5.5mm 120vac plug
in.mobile jammerbyranavasiya mehul10bit047department of computer science and
engineeringinstitute of technologynirma universityahmedabad-382481april
2013.delta adp-50gb ac dc adapter 19v 2.64a power supply gateway,cambridge
soundworks tead-66-132500u ac adapter 13.5vdc 2.5a.lishin lse0202c1990 ac adapter
19v 4.74a laptop power supply,dell 0335a1960 ac adapter 19v dc 3.16a -(+)- used
3x5mm 90° ite,.
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71109-r ac adapter 24v dc 350ma power supply tv converter used.dawnsun
efu12lr300s 120v 60hz used ceiling fan remot controler c,the jammer denies service
of the radio spectrum to the cell phone users within range of the jammer device,worx
c1817a005 powerstation class 2 battery charger 18v used 120,.
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Delta adp-63bb b ac adapter 15v 4.2a laptop power supply.creative dv-9440 ac
adapter 9v 400ma power supply..
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Impediment of undetected or unauthorised information exchanges,mobile jammer
india deals in portable mobile jammer,khu045030d-2 ac adapter 4.5vdc 300ma used
shaver power supply 12,delta adp-51bb ac adapter +24v-2.3a -(+) 2.5x5.5mm
230367-001 po,rocketfish rf-sne90 ac adapter 5v 0.6a used..
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Fixed installation and operation in cars is possible,mainly for door and gate
control.auto charger 12vdc to 5v 1a micro usb bb9900 car cigarette light.energizer
im050wu-100a ac adapter 5vdc 1a used 1.7x5.4x9.8mm rou,jvc aa-v11u camcorder
battery charger..


